Very often, risk assessment in security systems is often done by human experts, because there is no exact and mathematical solution to the problem. Usually the human reasoning and perception process cannot be expressed precisely. Different people have different opinions about risk and the association of its dependent variables. We first present the role of fuzzy inference methods to develop intelligent online risk assessment models. We further illustrate the optimization of fuzzy inference systems using neural learning and evolutionary learning for using such models in an online environment. All the developed models are used in an intrusion detection/prevention system for online risk assessment. Finally, we present genetic programming models that could combine both intrusion detection and risk assessment and easily deployed in a mobile environment.
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